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A Aditya K Sood

b Founder, SecNiche Security Labs

0 Independent Security Consultant, Researcher and Practitioner

0 Worked previously for Armorize, Coseinc and KPMG

0 Active Speaker at Security conferences

0 Written Content Virus Bulletin/
ISSA/ISACA/CrossTalk/HITB/Hakin9/Elsevier NESE|CFS

O LinkedIn :http://www.linkedin.com/in/adityaks

0 Website: http://www.secniche.orgBlog: http://secniche.blogspot.com
b PhD Candidate at Michigan State University
0 http://www.cse.msu.edu/~soodadit




A Benchmark

b This talk discusses about the infection model of browsers and bots

b Botnets have many capabilities. Our target is only browsers and bots.
0 Mainly exploitation of browsers.

b This talk is not about simple botnet commands. Sorry !
b Scope is third generation botnets and browser manipulation

b This research relates to my own efforts and does not provide the view o
any of my employers.




A Walking through the Agenda
b Browser Malware Taxonomy
b Bots & Browsers Collaborative Design
b Bots & Browsers Exploitation Paradigm
b Browser/ Boti Web Injects & Web Fakes
b Conclusion
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# Browser Malware Taxonomy #




A Class Ai Browser Malware

Browser Process

[ Operating System Kernel ]

http://www.virusbtn.com/virusbulletin/archive/2011/06/vb2011bGwsermalwaretaxonomy

User-land

Kernelland

.



Plugin Process

Communication

Interface

[ Operating System Kernel ]

User-land

Kernelland

http://www.virusbtn.com/virusbulletin/archive/2011/06/vb2011bGwsermalwaretaxonomy
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A Class G Browser Malware

Browser Process Plugin Process

User-land ‘
== G =S

http://www.virusbtn.com/virusbulletin/archive/2011/06/vb2011bGwsermalwaretaxonomy
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Infection Modeli Malware Serving'

e —

Exploiting Web vulnerabilities ( XSS/SQL)

| 1

Obfuscated Code Injected

| 1

JavaScript eval()T The Evil Machine

| |

Browser DOM Calls

| |

Rendered Interactive Frames

| |

Pointed to Malicious Domain
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Drive by Downloads Insidious Infection

e —

Browseri Loads Malicious URL

& =

Vulnerability in Browser is Exploited

| |

Exploits trigger Shellcode

| |

Malware Binary Dropped

1 |

Parasitic Infection Occurs in System

| |

Malware Installed and Connect Back
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# Browser/ Bot Collaborative Design #
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BrowsersA Botnets :SDK™

A Custom Designed SDK  SPYEye Plugin’s SDK
b Botnets use self build SDK - Introduction

a Calling convention

for infection purposes o Init

o Start

b Browser communication o e ateToCallector

o TakeGateToCollectors

O Bots use the SDK functions © TakeBoruid
with plugins to communicate © lakebotversion

a Keepdlive

back to C&C using browser o 15Global
o Callback CnBeforeProcessirl

interface e Callback OnBeforeloadPaged

o Callback OnaAfterloadingPage

b Concept of Bot Development T —
o TakeGetPage

Kit (BDT) 1 as similar to o TakeGetPage2
a TakeFreeMem

SDK o Callback ‘W52 32 send
a TakeConfigCro32Callback
a TakeBotExeMdScCallback

. o TakePluginsListCallback
b Example a TakeMainCpGateCutputCallback

a MainCpGatelnput

o) SpyEye BDT o TakeUpdateBotExe
e TakelUpdateConfig
a TakeStartExe
s Shellcodes - low-level plugins
s FAQ
a g: How fo implement webfakes?
a g: Why do I need a customconnector plugin?
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Bots and Custom Connector Plu

e —

A Design of Plugins

O Bot requires separate plugin to communicate back with the C&C server
0 Bot sends critical information through GET requests

A Why Plugin is Used?
O Provides modular control over the bots
0 Update the main bot executable present on the victim machine
Update the bot configuration directly through admin panel

0 Start/Stop for a bot plugih Depends on the availability

O«

A What Type of Information?
0 gate.phpguid=IUSER-

SC377A2CCF!046502F4%er=10207&stat=ONLINE&ie=6.0.2900.2180&0s=

5.1.2600&ut=Admin&crc=13A7F1B3&md5=b9c3cb2cdc66bl1f4465fe56cc3
4040b28&plg=customconnector
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Bots and Custom Connector Plu

e — = -

A Design of Plugins
0 APl in Action

I TakeBotGuid / TakeBotVersion / TakeConfigCrc32Callback
TakeBotExeMd5Callback / TakePluginsListCallback

[ Gate.php ]
1 Get Page
[ Custom Connector Plugin ]
Input i Main Panel Output i Main Panel
[ SpyEye Bot ]
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A What Lies Beneath ?

A mediator between bot and the main admin panel

Good enough to make decisions whether to send request to C&C or not

Generates encryption based channel between C&C and itself
Very productive for creating decentralized botnet based on plugins

A Operations !

4

0
0

O«

Update bot configurationUPDATE_CONFIG
Update bot executableUPDATE

Manage plugin$ PLUGIN

Load thirdparty exe- LOAD
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BotT Custom Connector in Actio

455 48,903347 TCP 22059 » microsoft-ds [SYN] Seg=0 win=64240 Len=0 MS5=1460 SACK_PERM=1
486 51.903513 TCP 22059 » microsoft-ds [SYN] Seq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1
546 57.893799 TCP 22059 » microsoft-ds [SYN] Seq=0 wWin=64240 Len=0 M55=1460 SACK_PERM=1
726 82.883099 TCP 22043 » http [FIN, ACK] Seq=l Ack=1 win=63689 Len=0
727 82.887636 TCP 22062 » http [SYN] Seq=0 win=64240 Len=0 MSS=1460 SACK_PERM=1
728 83.175059 TCP 22043 » http [FIN, ACK] Seg=l Ack=1 win=63689 Len=0
731 83.775110 TCP 22043 » http [FIN, ACK] Seg=l Ack=l Win=63689 Len=0

[

[

732 84.975162 TCP 22043 » http [FIN, ACK] Seg=l Ack=1 win=63689 Len=0

733 85.886223 TCP 22062 > http [SYN] Seg=0 Win=64240 Len=0 MS5=1460 SACK_PERM=1

734 85.935724 TCP  http » 22062 [5YN, ACK] Seq=0 Ack=1 win=5840 Len=0 M55=1460 SACK_PERM=1

735 R5.035R803 Ion 22062 Im-fln [M'V:l Cr\nl 1 icleal Wan e GAIAN | Al ()

736 85.937508 HTTP  GET /~wdcklng/spy/gate_billing. php?guid=Administrator!IIITA-40E334642!D40DDIED HTTR/1.1
737 B7.376324 TCF Z2U8 S & TTCLH JFLIN, ACR] SeU=1 RCR=L WII=63689 Lan=u
753 88.936612 HTTP  [TCP Retransmission] GET /~wdcklng/spy/gate_billing. php?guid=Administrator!IIITA-40E334642!D40DD1ED HTTP/1.1
769 89, 533487 = =Lhiine = = =l

770 89.533544

786 92.176783

789 94.936918

790 95. 530399

791 95.530478

837 101.777118
853 104. 6028735
854 104.656485

TCP [TCP Dup ACK 753#1] 22062 > http [ACK] Seq=155 Ack=1l win=64240 Len=0 SLE=0 SRE=1

TCP___ 22043 > http [FIN, ACK] Seg=l Ack=1 Win=63689 Len=0
LHTTP [TCP Retransmission] GET /~wdcklng/spy/gate_hilling. php?guid=Administrator!IIITA-40E334642!D40DD1ED HTTP/1.1|
TCF L A PR\ = U 4 e 0 7 3
TCP [TCP Dup ACK 789#1] 22062 > http [ACK] Seq=155 Ack=1 win=64240 Len=0 SLE=0 SRE=1
TCP 22043 » http [RST, ACK] Seg=2 Ack=l win=0 Len=0

TCP 22063 » http [SYN] Seq=0 win=64240 Len=0 MSS=1460 SACK_PERM=1

TCP  http » 22063 [5YN, ACK] Seq=0 Ack=1 win=5840 Len=0 M55=1460 SACK_PERM=1

855 104. 656622 ICP 22063 > httn [ack] Sen=1 ack=1 Win=64240 | pn=0

856 104.657823 HTTP  GET /~wdcklng/spy/gate. php?guid=Administrator!IIITA-40E334642!D40DDIED&VEr=10299&stat=ONLINE&pTg=hiTTinghammer; ccgrabher
857 104. 716881 (L 4 e a2 R = =

858 104. 716884 HTTP  HTTP/1.1 404 Not Found (text/html)
859 104.907485 TCP 22063 > http [ACK] Seq=293 Ack=552 win=63689 Len=0

875 105.716343 TCP http » 22063 [FIN, ACK] Seq=552 Ack=293 Win=6432 Len=0

876 105. 716409 TCP 22063 > httn [ACK] Seq=293 Ack=353 Win=63689 [an=0

892 106.938652 |HTTP [TCP Retransmission] GET /~wdcklng/spy/gate_billing. php?guid=Administrator!IIITA-40E334642!D400D1ED HTTP/1.1 |
893 106. 986376 TCP ML > 22UB2 LALK] SEU=L ACK=153 Wil=043Z Len=u

894 106.986753 HTTP  HTTP/1.1 404 Not Found (text/html)

895 107.178431 TCP 22062 » http [ACK] Seq=155 Ack=560 win=64240 Len=0

896 107.987213 TCP http » 22062 [FIN, ACK] Seq=560 Ack=155 Win=6432 Len=0

897 107.987280 TCP 22062 » http [ACK] Seq=155 Ack=561 win=64240 Len=0
1137 145.147871 TCP 22064 » microsoft-ds [SYN] Seq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1
1138 145.156688 TCP 22065 > microsoft-ds [SYN] Seq=0 Win=64240 Len=0 M55=1460 SACK_PERM=1

Ly e )
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# Browser/ Bot Exploitation Paradigm #
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Reality of the Bots

A Inside Bot- Characteristics

0 Similar working to ring 3 rootkit
I Hookingand hijacking in userland space
I Perform injections irthe webprocesses
0 Hooks HTTP communication interface
I Exploit browsers on the fly content injections

0 Infection = {Bots + Plugins}

\

Headers Hook
SpyEye bot TMP:0x12346123

Ring3 Code Section

“ Kingd Call WriteFileA
Ring1 v
’ Import Section Invoke
Ring2 WriteFileA WriteFileA

0x76935432

N A

Application.exe

Kernel 32.d11
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A The Reality of MITB

0 Malware (botfrojan) having an ability to infect victim browsers
0 Capable enough to modify web pages, perform non legitimate transactions
O Invisible to users and browsers
0 Steal the credit card number efficiently
0 Spyingon browsesessions Man in the Browser
T
2 e

Online banking

Customer Bank Website
e ] [
. Pryment Details Lt
., To pary wonvecra plaasa ankar tha follewing decails ’
— |Ga: bill .8
. oA
acenyht ra.: 123486 | *
cod Ny

° = &
' Malware waits for Customer
fPree « 1o initiate payment

Malware inside
Customer’s web browser

http://www.cronto.com/download/internet_banking_fraud beyond_phishing.pdf

20



11

Browseri User Agent Fingerprinting

A User Agent Fingerprinting
b Detecting the state of running browser in the system

b Provides plethora of information about browser versions
0 Typically requires to serve specific exploits for downloading bots

( User visits a malware domain J w

( Browser sendsa UserAgent string J ( Malware exploits the browser J

l l

( Malware scans the User Agent stringl ' Malware detects the browser version)

21



Browserl User -Agents

@ Firefox 3.6.12

Mozilla

MozillaProductToken. It's a Mozilla based user agent

5.0

Mozilla VYersion

Windows

Platform

u

Security values:

e N for no security
e U for strong security
¢ I for weak security

Firefox

Windows NT 6.0

Operating System:
& windows Vista

version 3.0.2

©1998-2008 Contributors. All Rights

en-US

Language Taqg, indicates the lanquage for which the client had been localized {e.g. menus

and buttons in the user interface)
en-Us = !.—_f English - United States

Reserved. Firefox and the Firefox
logos are trademarks of the Mozilla
Foundation. All rights reserved.

rv:1.9.2.12

CWS Branch Tag
The version of Gecko being used in the browser

Mozilla/5.0 (X11; U; Linux i686; en-US;
rv:1.9.0.2) Gecko/2008092318
Fedora/3.0.2-1.fc9 Firefox/3.0.2|

Gecko

Gecko engine inside

20101026

Build Date:
the date the browser was built

Firefox

Name :
@ Firefox

3.6.12

\ersion

.NET CLR 3.5.30729

MNET framework
Version | 3.5.30729

.NET4.0C

MET framework
Version ! 4.0 Client Profile

Credits <ok

Android platform and
version number

Mozilla/5.0 (Linux; U; Android 2.2.1; en-us;
Build/FRG83) AppleWebKit/533.1
(KHTML, like Gg€cko) Version/4.0 Mobile Safari/

o
s Optional. In the Android User-Agent, if

this “mobile” string exists, it signals a
mobile user (rather than, for example, a
tablet user).

Device build
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Real Time Example : Browser Sniffing

Sniffer.js Is passed Iin
cookie

N
w



