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Whoami ! 

ÁAditya K Sood 

ƄFounder , SecNiche Security Labs 

ǒIndependent Security Consultant, Researcher and Practitioner 

ǒWorked previously for Armorize, Coseinc and KPMG 

ǒActive Speaker at Security conferences 

ǒWritten Content ï  Virus Bulletin/ 

ISSA/ISACA/CrossTalk/HITB/Hakin9/Elsevier NESE|CFS 

ǒLinkedIn : http://www.linkedin.com/in/adityaks   

ǒWebsite: http://www.secniche.org | Blog: http://secniche.blogspot.com  

ƄPhD Candidate at Michigan State University 

ǒhttp://www.cse.msu.edu/~soodadit 

 

 

 

 

 



 

 

3 

Overview and Disclaimer 

ÁBenchmark  

ƄThis talk discusses about the infection model of browsers and bots 

ƄBotnets have many capabilities. Our target is only browsers and bots. 

ǒMainly exploitation of browsers. 

ƄThis talk is not about simple botnet commands. Sorry ! 

ƄScope is third generation botnets and browser manipulation 

ƄThis research relates to my own efforts and does not provide the view of 

any of my employers. 
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Agenda 

ÁWalking through the Agenda 

ƄBrowser Malware Taxonomy 

ƄBots & Browsers ï Collaborative Design 

ƄBots & Browsers ï Exploitation Paradigm 

ƄBrowser/ Bot ï Web Injects & Web Fakes 

ƄConclusion 
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World Wide Web - Problem 



 

 

6 

 

 

# Browser Malware Taxonomy # 
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Browser Malware Taxonomy 

ÁClass A ï Browser Malware 

 

 

 

 

 

http://www.virusbtn.com/virusbulletin/archive/2011/06/vb201106-browser-malware-taxonomy 
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Browser Malware Taxonomy 

ÁClass B ï Browser Malware 

 

 

 

 

 

http://www.virusbtn.com/virusbulletin/archive/2011/06/vb201106-browser-malware-taxonomy 
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Browser Malware Taxonomy 

ÁClass C ï Browser Malware 

 

 

 

 

 

http://www.virusbtn.com/virusbulletin/archive/2011/06/vb201106-browser-malware-taxonomy 



 

 

10 

Infection Model ï Malware Serving 

Exploiting Web vulnerabilities ( XSS/SQL) 

Obfuscated Code Injected   

JavaScript eval() ï The Evil Machine 

Browser DOM Calls 

Rendered Interactive Frames 

Pointed to Malicious Domain 
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Drive by Downloads ï Insidious Infection 

Browser ï Loads Malicious URL  

Vulnerability in Browser is Exploited 

Exploits trigger Shellcode 

Malware Binary Dropped 

Parasitic Infection Occurs in System 

Malware Installed and Connect Back 

  

  

  

  

  



 

 

12 

 

 

# Browser/ Bot ï Collaborative Design # 
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Browsers Ą Botnets :SDK 

ÁCustom Designed SDK 

ƄBotnets use self build SDK 

for infection purposes 

ƄBrowser communication 

ǒBots use the SDK functions 

with plugins to communicate 

back to C&C using browser 

interface 

ƄConcept of Bot Development 

Kit (BDT) ï as similar to 

SDK 

ƄExample: 

ǒSpyEye BDT 
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Bots and Custom Connector Plugin 

ÁDesign of Plugins 

ǒBot requires separate plugin to communicate back with the C&C server 

ǒBot sends critical information through GET requests 

 

ÁWhy Plugin is Used? 

ǒProvides modular control over the bots 

ǒUpdate the main bot executable present on the victim machine 

ǒUpdate the bot configuration directly through admin panel 

ǒStart/Stop for a bot plugin ï Depends on the availability 

 

ÁWhat Type of Information? 

ǒgate.php?guid=!USER-

5C377A2CCF!046502F4&ver=10207&stat=ONLINE&ie=6.0.2900.2180&os=

5.1.2600&ut=Admin&ccrc=13A7F1B3&md5=b9c3cb2cdc66b1f4465fe56cc3

4040b2&plg=customconnector 
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Bots and Custom Connector Plugin 

ÁDesign of Plugins 

ǒAPI in Action 

ïTakeBotGuid / TakeBotVersion / TakeConfigCrc32Callback 

TakeBotExeMd5Callback / TakePluginsListCallback 

 

 

 

 

 

 

SpyEye Bot 

Custom Connector Plugin 

Gate.php 

  

 

Input ï Main Panel Output ï Main Panel 

Get Page 
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Custom Connector Plugin 

ÁWhat Lies Beneath ? 

ǒA mediator between bot and the main admin panel 

ǒGood enough to make decisions whether to send request to C&C or not 

ǒGenerates encryption based channel between C&C and itself 

ǒVery productive for creating decentralized botnet based on plugins 

 

ÁOperations ! 

ǒUpdate bot configuration - UPDATE_CONFIG 

ǒUpdate bot executable  - UPDATE 

ǒManage plugins ï PLUGIN 

ǒLoad third-party exe - LOAD 
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Bot ï Custom Connector in Action 
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# Browser/ Bot ï Exploitation Paradigm # 
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Reality of the Bots  

Á Inside Bot - Characteristics 

ǒSimilar working to ring 3 rootkit 

ïHooking and hijacking in userland space 

ïPerform injections in the web processes 

ǒHooks HTTP communication interface 

ïExploit browsers -  on the fly content injections 

ǒInfection = {Bots + Plugins} 
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Man In the Browser (MITB) 

ÁThe Reality of MITB 

ǒMalware (bot/trojan) having an ability to infect victim browsers 

ǒCapable enough to modify web pages, perform non legitimate transactions 

ǒInvisible to users and browsers 

ǒSteal the credit card number efficiently 

ǒSpying on browser sessions 

 

 

 

 

 

 

 

 
http://www.cronto.com/download/internet_banking_fraud_beyond_phishing.pdf 
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Browser ï User Agent Fingerprinting 

ÁUser Agent Fingerprinting 

ƄDetecting the state of running browser in the system 

ƄProvides plethora of information about browser versions 

ǒTypically requires to serve specific exploits for downloading bots 

 

 

 

 

 

User visits a malware domain   

 

Browser sends a User Agent string 

Malware scans the User Agent string 

 

Malware detects the browser version 

 

 

Malware exploits the browser 
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Browser ï User Agents 
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Real Time Example : Browser Sniffing 

Sniffer.js is passed in 

cookie 


